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FOXHUB DEPLOYMENT GUIDE

Setting Up Your FoxHub

Intended for administrators in charge of planning, implementing
and maintaining the deployment of Foxtrot, FoxBot and FoxHub
In an organization.
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FOXHUB DEPLOYMENT GUIDE

What is FoxHub?

FoxHub is our newest application allowing you to centrally control your FoxBot deployment.
View all of your Bots and know what they are doing at all times. Put them to work by adding a job
foranindividual bot, or by adding a team job for multiple bots to complete. FoxHub is installed
with the Foxtrot Suite, and does not require any other installation to function. Some
considerations to take into account before using FoxHub:

— Each bot requires a FoxBot license to run.

— The number of bots that can participate is limited to the number of your FoxBot licenses
— Bots can be set up on either a virtual or physical machine

= All machines must reside on the same network

— FoxHub must be running in order to send work to your bots.

= If FoxHub is closed, all bots will stop their work.

Before You Start

For full installation and licensing instructions, please refer to our Deployment Guide. This guide
assumes everything is installed and licensed already. All FoxHub and FoxBot machines must be
on the same version of the Foxtrot Suite to communicate properly.

If there are communication issues between the FoxHub and FoxBot machines, in certain cases,
you will have to make changes to your firewall settings. Examples of this are:

—+ A Botshowing a status of ‘Offline” after being added to the FoxHub
— ABot not starting the FoxBot client after a Job is Run
— ABotunable to receive a project after a Job is Run

This guide will outline the steps that need to be taken to ensure your FoxHub and FoxBots are
configured optimally.
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Configuring Your FoxHub

FILE & PRINTER SHARING RULES

The first thing to check is basic communication from the FoxHub to the FoxBot machines. To do
this, we will want to ping the other machines from the FoxHub computer.

1. Open Command Prompt. You can do this by searching in your Start Menu for “cmd.exe”
or “Command Prompt”.

2. Input the command “ping <MachineName>". Replace <MachineName> with the name of
your FoxBot computers. In this example, it is “FoxBot01”

BX Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright <(c?> 2807 Microsoft Corporation. All rights reserved.

m | »

C:sUserss, >ping FoxBot@l




3.

If the command returns similar to the screenshot below, you can skip to the next section.
Otherwise, communication is being blocked between the two machines and you will
need to continue in this section.

M Administrator: Command Prompt |ﬂ|—ﬁ_@—]

Microsoft Windows [Uersion 6.1.76811
Copyright <(c?» 2P8? Hicrosoft Corporation. All rights reserved.

C:wUsers >ping FoxBotBil

‘.enablesoft.local [ 1 with 32 hytes of data:
: bytes=32 time=53ms TTL=63
bytez=32 time=32msz TTL=63
bytes=32 time=4dims TTL=63
Reply from bhytes=32 time=58msz TIL=63

Ping statistics for 3

Packets: Sent = 4, Received = 4, Lost = B (@x loss).
Approximate round trip times in milli—seconds:

Minimum = 32msz,. Maximum = 53ms, Average = 44dms

C:sUzerss, >

4.

If there is a negative result after the ping command is run, you will need to enable your

‘File and Printer Sharing’ firewall rules. Begin by opening Windows Firewall with
Advanced Security.

& Windows Firewall with Advanced Security P
File Action View Help
«=|EHr
g EE:;;;:URIE\Z; f~~ «| WindowsFirewall with Advanced ...

%4, Connection Security Rules # Windows Firewall with Advanced Security provides network securty for Windows computers &) Import Policy...
B, Monitoring =] Export Policy...

Querview Restore Default Palicy
(i)  Foryoursecurty, some seftings are cortrolled by Group Policy Diagnose / Repair
Domain Profile is Active 3 View 4
& Windows Firewall is off |G Refresh
. Propert]
Private Profile roperties
@ Windows Frewallis on H Help

@ Inbound connections that do not match a rule are blocked
0 QOutbound connections that do not match a rule are allowed.
Public Profile

& Windows Firewallis on

) Inbound connections that da not match a nle are blocked

@ Outbound connections that do not match a nule are allowed

B) Windows Firswall Properties

Getting Started

Authenticate communications belween computers <z
« m




FOXHUB DEPLOYMENT GUIDE

5. Onthe left panel, click the Inbound Rules section. This will pull up a list of firewall rules.

ﬂ Windows Firewall with Advanced Security ‘ = |8 = ‘
File Action View Help
ol NS
B et Group Profile [mbowdRues e
&5 Outbound Rules
Connection Security Rules || @ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domai... Yes i@ NewRule..

» %, Monitoring (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Private  Yes T Filter by Profile N
@ File and Printer Sharing (NB-Datagram-In]  File and Printer Sharing Private  Yes
@F\\e and Printer Sharing (NB-Datagram-In)  File and Printer Sharin Public Yes 7 Filter by State 4

] 9 g

OFMe and Printer Sharing (NB-Datagram-In)  File and Printer Sharing Domain  Yes W Filter by Group 4
(@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Private  Yes EI View »
@ File and Printer Sharing (NE-Neme-Tn) File and Prntes Sharing Domain  Ves ) Refresh
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Public  Yes
@ File and Printer Sharing (NB-Session-In)  File and Printer Sharing Domain ~ Yes |= ExportList..
@F\\e and Printer Sharing (NB-Session-In) File and Printer Sharing Private  Yes ﬂ Help
OFMe and Printer Sharing (NB-Session-In) File and Printer Sharing Public Yes
@F\\e and Printer Sharing (SMB-In) File and Printer Sharing Public Yes
(@ File and Printer Sharing (SMB-In) File and Printer Sharing Private  Yes
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  Yes
@ File and Printer Sharing (Spooler Service ... File and Printer Sharing Domain ~ Yes
OFMe and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
OFMe and Printer Sharing (Spooler Service File and Printer Sharing Public Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Public  Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  Yes
@ Google Chrome (mDNS-In) Google Chrome Al Yes
.HomaGroupIn HomeGroup Private No -

“ 1 | Kl —| v

6. Find the block of all ‘File and Printer Sharing’ rules. Select them all by clicking on the first
in the list, then holding shift and clicking on the last item.

p
& Windows Firewall with Advanced Security =)

File Action View Help

Inbound Rules
Outbound Rules Name Group Profile
B Connection Securiy Rules || R I L File and Printer Sharing Public & NewRule..
&> Bl Monitering File and Printer Sharing (Echo Reque File and Printer Sharing Domain T Filter by Profile N
File and Printer Sharing (Echo Requ: File and Printer Sharing Private
File and Printer Sharing (LLMNR-UIDD.I2) S i ey i, T Filter by State e
File and Printer Sharing (LLMNR- Disable Rule aring Private 7 Filter by Group »
File and Printer Sharing ( Enable Rule aring Private View »
v ;File and F‘r!nter ?harmg ( aring Public Ig Refrech
File and Printer Sharing aring Domain
File and Printer Sharing (NB-Harr] ~mE i |5 Export List...
/File and Printer Sharing (NB-Nar] aring Demain s [ Hep
File and Printer Sharing (NB-Narr| aring Public 3
File and Printer Sharing ( L aring Domain 3 _
File and Printer Sharing ( ) File and Printer Sharing Private Disable Rule
./ File and Printer Sharing ( File and Printer Sharing Public Enable Rule
File and Printer Sharing File and Printer Sharing Public cut
File and Printer Sharing File and Printer Sharing Private
/ File and Printer Sharing ( ) File and Printer Sharing Domain Copy
File and Printer Sharing File and Printer Sharing Domain Delete
File and Printer Sharing er Service File and Printer Sharing Private Help
File and Printer Sharing e e -... File and Printer Sharing Public
File and Printer Sharing ( €| € File and Printer Sharing Public
File and Printer Sharing er Service File and Printer Sharing Private
1 n "
Disable Rule
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7. Rightclick on this selection, and select ‘Enable Rule’.

8. Afterenabling all the File and Printer sharing firewall rules, return to step 1 of this section
torun a ping command again. If the command fails again, you will have to contact your
network administrators or IT department for further assistance.

OTHER FIREWALL CONFIGURATIONS

If you are still experiencing communication issues between your FoxHub and FoxBot, there are
some additional steps we can take. Now that basic file sharing has been confirmed, additional
firewall rules can be setup. This involves opening specific ports to allow traffic through from our
applications.

1. Begin by opening Windows Firewall with Advanced Security. Click on the ‘Inbound Rules’
section on the left hand side.

ﬂ' Windows Firewall with Advanced Security ‘ =& = ‘
File Action View Help
e AR ol ENN 7]
3 Inbound Rules e - 71, """ Tnbound Rules -
3 Outbound Rules Name Group Profile Enablec
%4 Connection Security Rules || (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domai... Yes i@ NewRule..
» %, Monitoring (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Private  Yes T Filter by Profile N
@F\\e and Printer Sharing (MB-Datagram-In]  File and Printer Sharing Private  Yes
@F\\e and Printer Sharing (NB-Datagram-In)  File and Printer Sharin Public Yes T Filter by State 4
9 g g
@)File and Printer Sharing (MB-Datagram-In) ~ File and Printer Sharing Domain  Yes W Filter by Group r
(@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Private  Yes H View »
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Domain  Yes ) Refresh
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Public  Yes
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Domain  Yes |z BxportList..
@F\\e and Printer Sharing (NB-Session-In) File and Printer Sharing Private  Yes ﬂ Help
@F\\e and Printer Sharing (MB-Session-In) File and Printer Sharing Public Yes
@F\\E and Printer Sharing (SMB-In) File and Printer Sharing Public Yes
@ File and Printer Sharing (SMB-In) File and Printer Sharing Private  Yes
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain ~ Yes
@F\\e and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  Yes
@F\\e and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Public  Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Public  Yes
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
@ File and Printer Sharing (Spooler Service ... File and Printer Sharing Domain ~ Yes
@Goog\e Chrome (mDNS-In) Google Chrome All es
.HomeGroupIn HomeGroup Private  No -
] ] (| K — »
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2. Ontheright hand menu, click the ‘New Rule’ button. We will be creating a Custom rule.
Click ‘Next’ to proceed.

r
& New Inbound Rule Wizard =

Rule Type
Select the type of firewall ule to create:

Steps:

» Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports () Program

@ Scope Rule that controls connections for a program

@ Action ©) Port

@ Profile Rule that controls connections for a TCP or UDP port.
@ Name ) Predefined:

BranchCache - Content Retrieval (Uses HTTP) -
Rule that controls connections for a Windows experience.

@ Custom
Custom rule.

Leam more about e tvpes

<Back  |[_Net> | [ Cancal

3. Choose the radio button for “This program path:”. Click the ‘Browse’ button and navigate
to where FoxBot is installed. By default this is C:\Program Files (x86)\Foxtrot
Suite\Foxtrot\FoxBot.exe . Click ‘Next’ to continue.

-
& New Inbound Rule Wizard (o]

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:

» Rue Type Dioes this rule apply to all programs or a specific program?
& Program
@ Protocol and Ports () All programs
o Seops Rule applies to all connections on the computer that match other ule properties.
@ Action

@ This program path:
@ Profile

“%ProgramFiles®: (B6]\Faxtrot SuiteFoxtrot'\FoxBot exe Browse...

@ Name

Example: c:\path'\program exe
“%ProgramFiles *‘browser'browser exe

Services Customize:
Specfy which services this rule applies to.

Leam more about specifying programs

<Back || Med> |[ Cancel
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4. The ‘Protocol type” dropdown should be set to “TCP”. ‘Local port’ should be set to
“Specific ports” with “8080” in the field below it. ‘Remote port’ should remain on the “All
Ports” option. Click ‘Next’ to continue.

@ New Inbound Rule Wizard = ]

Protocol and Ports
Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type To which ports and protocols does this rule apply?

@ Program

@ Protocol and Ports Protocol type: TP =
@ Scope Protocol number:

@ Action

@ Profile Local port: Specific Ports. A
@ Name 8080

Example: 80, 443, 5000-5010
Remote port All Ports.

HI

Example: 80, 443, 5000-5010

Intemet Cantrol Message Protocal Customize...
(ICMP) settings: \—I

Leam more about protocol and ports

<Back [ Net> |[ cancel

5. Onthe ‘Scope’ page, nothing needs to change. For both questions, the radio button will
stay on “Any IP address”. Click ‘Next’ to proceed.
6. Selectthe option to “Allow the connection” on this page. Click ‘Next’ to continue.

-
@ New Inbound Rule Wizard ]
Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:
Aule Type What action should be taken when a connection matches the specified conditions?
Program _

@ Allow the connection

Protocol and Ports This includes connections that are protected with |Psec as well as those are not

(©) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule nede

Customize

() Block the connection

L

L

L

@ Scope
@ Action
L

L

Name

Leam more about actions

<Back || MNea> |[ Cancel
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7. Onthe Profile page, select which option will apply. If the FoxBot machine is on a domain,
choose the ‘Domain’ checkbox butifitis on a public network, choose the ‘Public’
checkbox. If you're unsure, select all the boxes. Click ‘Next’ to move on.

@ New Inbound Rule Wizard [ ]

Profile
Specify the profiles for which this nule applies

Steps:
Fle Type When does this rule apply?
Program
Protocol and Ports Domain
Applies when a computer is connected to its comorate domain
Action Private
Prafile Applies when a computer is connected to a private network location
Name Public

Applies when a computer is connected to a public network location.

@

@

@

@ Scops
L]

L)

L)

Leam more sbout profiles

<Back [ Nei> ][ Concel

8. Inputa friendly name for this rule, and an optional description. A good name would be
‘FoxBot Rule’. Click ‘Finish’ to create the rule. Continue the steps on the next page to
create the nextinbound rule.

’
@ New Inbound Rule Wizard |

Name

Specify the name and description of this nle.

Steps:
Rule Type
Program

Protacol and Ports
Name:

FoxBat Rule

Action
Profile Description {optional)
This rule permits incoming traffic from the FoxBot.exe program, through port 8080.

-
-
-
@ Scope
-
-
-

Name

<Bak |[ Fnsh ][ Cancel

Table of Contents 10
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9. Ontheright hand menu of the Windows Firewall window, click the ‘New Rule’ button. We
will be creating a Custom rule. Click ‘Next’ to proceed.

r
& New Inbound Rule Wizard =

Rule Type
Select the type of firewall ule to create:

Steps:

» Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports () Program

@ Scope Rule that controls connections for a program

@ Action ©) Port

@ Profile Rule that controls connections for a TCP or UDP port.
@ Name ) Predefined:

BranchCache - Content Retrieval (Uses HTTP) -
Rule that controls connections for a Windows experience.

@ Custom
Custom rule.

Leam more about e tvpes

<Back  |[_Net> | [ Cancal

10. Choose the radio button for “This program path:”. Click the ‘Browse’ button and navigate
to where FoxService is installed. By default this is C:\Program Files (x86)\Foxtrot
Suite\Foxtrot\FoxService.exe . Click ‘Next’ to continue.

.
@ New Inbound Rule Wizard ==

Program
Specify the full program path and executable name of the program that this ule matches.

Steps:
Fule Type Does this e apply to all programs or & speciic program?
Program
Protocol and Parts ©) All programs
Rule applies to all connections on the computer that match other rule properties.
Action
P @ This program path:
e “ProgramFles% (BEJ\Foxtrot Site\Foxtrot\FoxService exe Bromse... |

Nome Example: <:\path\program exe
“%ProgramFiles % \browser‘\browser exe

L]
L]
L]
@ Scope
L]
L]
@

Services Customize .
Specify which services this rule applies to.

Leam more about specifying programs

[ cBeckc [ Mea> |[ concel |
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11. The ‘Protocol type’ dropdown should be set to “TCP”. ‘Local port’ should be set to
“Specific ports” with “8085” in the field below it. ‘Remote port’ should remain on the “All
Ports” option. Click ‘Next’ to continue.

ﬂ Mew Inbound Rule Wizard | = ‘

Protocol and Ports
Specify the protocols and ports to which this rule applies

Steps:
@ Fule Type To which ports and protocols does this rule apphy?
@ Program
& Frotocol and Ports Protocal type: TP =
@ Scope Protocol number
@ Action
@ Profile Local port Specific Ports =
@ Name 8085
Example: 80, 443, 5000-5010
Ecample: 80, 443, 5000-5010
Intemet Control Message Protocol Customize...
(ICMP) settings: \—/

Leam more about protocol and ports

<Back |[ Net> |[ Cancel

12. Onthe ‘Scope’ page, nothing needs to change. For both questions, the radio button will
stay on “Any IP address”. Click ‘Next’ to proceed.
13. Select the option to “Allow the connection” on this page. Click ‘Next’ to continue.

-
@ New Inbound Rule Wizard =5

Action

Specify the action to be taken when a connection matches the conditions specified in the nule

Steps:
@ Rl Type ‘What action should be taken when a connection matches the specified conditions?
@ Program B
@ Allow the connection
@ Protocol and Ports This includes connections that are protected with IPsec as well as those are not
@ Scope N
Acti () Allow the connection if it is secure
@ Adten This includes orly connections that have been authenticated by using IPsee. Connections
@ Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node
@ Name

Customize..

©) Block the connection

Leam more about actions

<Back [ Nei> |[ Cancel
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14. On the Profile page, select which option will apply. If the FoxBot machine is on a domain,
choose the ‘Domain’ checkbox butifitis on a public network, choose the ‘Public’
checkbox. If you're unsure, select all the boxes. Click ‘Next’ to move on.

@ New Inbound Rule Wizard [ ]

Profile
Specify the profiles for which this nule applies

Steps:

Fle Type When does this rule apply?

Program

Protocol and Ports Domain
Applies when a computer is connected to its comorate domain
Action Private
Prafile Applies when a computer is connected to a private network location
Name Public

Applies when a computer is connected to a public network location.

@
@
@
@ Scops
L]
L)
L)

Leam more sbout profiles

<Back [ Nei> ][ Concel

15. Input a friendly name for this rule, and an optional description. A good name would be
‘FoxService Rule’. Click ‘Finish’ to create the rule.

e
& New Inbound Rule Wizard (]

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
Program

Protocol and Ports
Name
FaxService Rule

Action

Profile Description (optional):
This rule permits incoming traffic from the FoxService exe, through port 8085.

@
*
@& Scope
@
*
»

Name

<Back |[ Fnsh | [ Cancdl

After these rules have been set up, check FoxHub to see if the issue has been resolved. If there are
still communication issues (such as your Bots showing offline), then continue on with this guide.

Table of Contents 13




Configuring Your FoxBot

FILE & PRINTER SHARING RULES

The first thing to check is basic communication from the FoxBot to the FoxHub machine. To do
this, we will want to ping the other machines from the FoxBot computer.

1. Open Command Prompt. You can do this by searching in your Start Menu for “cmd.exe”

or “Command Prompt”.
2. Input the command “ping <MachineName>". Replace <MachineName> with the name of

your FoxHub computers. In this example, itis “FoxHub”.

=EI)

Ex Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811]
Copyright <{c> 2807 Microsoft Corporation.

m | s

All rights reserved.

C:=~Users-, >ping FoxHub




3. Ifthe command returns similar to the screenshot below, you can skip to the next section.
Otherwise, communication is being blocked between the two machines and you will
need to continue in this section.

BX Administrator: Command Prompt = | E Y

Microsoft Windows [Version 6.1.76811]
Copyright <(c) 2007 Microsoft Corporation. All rights reserved.

C:slUserss >ping  FoxHub

.enahlesoft.local [ 1 with 32 bytes of data:
hytes=32 time=43mz TTL=127
hytes=32 time=28mz TTL=127
hytes=32 time=51ms TTL=127
hytes=32 time=5%msz TTL=127

Ping statistics for H

Packetsz: Sent = 4. Heceived = 4. Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

MHinimum = 28ms,. Maximum = 5%ms. Average = 45ms

C:slUsers™ >

4. |Ifthereis a negative result after the ping command is run, you will need to enable your
‘File and Printer Sharing’ firewall rules. Begin by opening Windows Firewall with
Advanced Security.

& Windows Firewall with Advanced Security [E=RESE =)
File Action View Help
&= |F  E
g ICVJ‘E:;DVLC‘HEUR';SES .| WindowsFirewall with Advanced ..

5 w ‘Windows Firewall with Advanced Security provides network security for Windows computers.
2w Connection Security Rules

B, Monitoring

| Import Policy...
45| Export Palicy...

Overview Restore Default Palicy
(i)  Foryour securty. some seftings are controlled by Group Policy Diagnose / Repair
Domain Profile is Active 3 View 4
Y Windows Firewallis off Gl Refresh
- P rti
Private Profile roperties
& Windows Firewallis on H Hep

® Inbound connections that do not match a rule are blocked.
@@ Ouibound connections that de not match a rule are allowed
Public Profile

& Windows Firewsllis on

@ Inbound connections that do not match a rule are blocked.

0 Qutbound connections that do not match a rule are allowed

BY Windows Firewall Properties

Getting Started

Authenticate communications between computers hd
« m
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5. Onthe left panel, click the Inbound Rules section. This will pull up a list of firewall rules.

ﬂ Windows Firewall with Advanced Security ‘ = |8 = ‘
File Action View Help
ol NS
B et Group Profile [mbowdRues e
&5 Outbound Rules
Connection Security Rules || @ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domai... Yes i@ NewRule..

» %, Monitoring (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Private  Yes T Filter by Profile N
@ File and Printer Sharing (NB-Datagram-In]  File and Printer Sharing Private  Yes
@F\\e and Printer Sharing (NB-Datagram-In)  File and Printer Sharin Public Yes 7 Filter by State 4

] 9 g

OFMe and Printer Sharing (NB-Datagram-In)  File and Printer Sharing Domain  Yes W Filter by Group 4
(@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Private  Yes EI View »
@ File and Printer Sharing (NE-Neme-Tn) File and Prntes Sharing Domain  Ves ) Refresh
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Public  Yes
@ File and Printer Sharing (NB-Session-In)  File and Printer Sharing Domain ~ Yes |= ExportList..
@F\\e and Printer Sharing (NB-Session-In) File and Printer Sharing Private  Yes ﬂ Help
OFMe and Printer Sharing (NB-Session-In) File and Printer Sharing Public Yes
@F\\e and Printer Sharing (SMB-In) File and Printer Sharing Public Yes
(@ File and Printer Sharing (SMB-In) File and Printer Sharing Private  Yes
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  Yes
@ File and Printer Sharing (Spooler Service ... File and Printer Sharing Domain ~ Yes
OFMe and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
OFMe and Printer Sharing (Spooler Service File and Printer Sharing Public Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Public  Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  Yes
@ Google Chrome (mDNS-In) Google Chrome Al Yes
.HomaGroupIn HomeGroup Private No -

“ 1 | Kl —| v

6. Find the block of all ‘File and Printer Sharing’ rules. Select them all by clicking on the first
in the list, then holding shift and clicking on the last item.

p
& Windows Firewall with Advanced Security =)

File Action View Help

Inbound Rules
Outbound Rules Name Group Profile
B Connection Securiy Rules || R I L File and Printer Sharing Public & NewRule..
&> Bl Monitering File and Printer Sharing (Echo Reque File and Printer Sharing Domain T Filter by Profile N
File and Printer Sharing (Echo Requ: File and Printer Sharing Private
File and Printer Sharing (LLMNR-UIDD.I2) S i ey i, T Filter by State e
File and Printer Sharing (LLMNR- Disable Rule aring Private 7 Filter by Group »
File and Printer Sharing ( Enable Rule aring Private View »
v ;File and F‘r!nter ?harmg ( aring Public Ig Refrech
File and Printer Sharing aring Domain
File and Printer Sharing (NB-Harr] ~mE i |5 Export List...
/File and Printer Sharing (NB-Nar] aring Demain s [ Hep
File and Printer Sharing (NB-Narr| aring Public 3
File and Printer Sharing ( L aring Domain 3 _
File and Printer Sharing ( ) File and Printer Sharing Private Disable Rule
./ File and Printer Sharing ( File and Printer Sharing Public Enable Rule
File and Printer Sharing File and Printer Sharing Public cut
File and Printer Sharing File and Printer Sharing Private
/ File and Printer Sharing ( ) File and Printer Sharing Domain Copy
File and Printer Sharing File and Printer Sharing Domain Delete
File and Printer Sharing er Service File and Printer Sharing Private Help
File and Printer Sharing e e -... File and Printer Sharing Public
File and Printer Sharing ( €| € File and Printer Sharing Public
File and Printer Sharing er Service File and Printer Sharing Private
1 n "
Disable Rule
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7. Rightclick on this selection, and select ‘Enable Rule’.

8. Afterenabling all the File and Printer sharing firewall rules, return to step 1 of this section
torun a ping command again. If the command fails again, you will have to contact your
network administrators or IT department for further assistance.

OTHER FIREWALL CONFIGURATIONS

If you are still experiencing communication issues from the FoxBot to the FoxHub, there are
some additional steps we can take. Now that basic file sharing has been confirmed, additional
firewall rules can be setup. This involves opening specific ports to allow traffic through from our
applications.

1. Begin by opening Windows Firewall with Advanced Security. Click on the ‘Inbound Rules’
section on the left hand side.

ﬂ Windows Firewall with Advanced Security ‘ = |8 = ‘
File Action View Help
e HE = H
) Inbound Rules Name - Group Profile  Enablec ~ || Inbound Rules =
Outbound Rules
%4 Connection Securiy Rules || (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Domai... Yes i@ NewRule..
» %, Monitoring (@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Private  Yes T Filter by Profile N
@ File and Printer Sharing (NB-Datagram-In]  File and Printer Sharing Private  Yes
@F\\e and Printer Sharing (NB-Datagram-In)  File and Printer Sharin Public Yes 7 Filter by State 4
] 9 g
@F\\e and Printer Sharing (NB-Datagram-In)  File and Printer Sharing Domain  Yes W Filter by Group 4
(@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Private  Yes H View »
@ File and Printer Sharing (NE-Neme-Tn) File and Prntes Sharing Domain  Ves ) Refresh
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Public  Yes
@ File and Printer Sharing (NB-Session-In)  File and Printer Sharing Domain ~ Yes |z Bxportlist...
@F\\e and Printer Sharing (NB-Session-In) File and Printer Sharing Private  Yes ﬂ Help
@F\\e and Printer Sharing (NB-Session-In) File and Printer Sharing Public Yes
@F\\e and Printer Sharing (SMB-In) File and Printer Sharing Public Yes
(@ File and Printer Sharing (SMB-In) File and Printer Sharing Private  Yes
@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  Yes
@ File and Printer Sharing (Spooler Service ... File and Printer Sharing Domain ~ Yes
@F\\e and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
@F\\e and Printer Sharing (Spooler Service -... File and Printer Sharing Public Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Public  Yes
(@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Private  Yes
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing Domain  Yes
@ Google Chrome (mDNS-In) Google Chrome Al Yes
.HomaGroupIn HomeGroup Private No -
< m e — »
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2. Ontheright hand menu, click the ‘New Rule” button. We will be creating a Custom rule.
Click ‘Next to proceed.

r
& New Inbound Rule Wizard =

Rule Type
Select the type of firewall ule to create:

Steps:
@ Fuie Type Whal type of rule would you like to create?
@ Program
@ Protocol and Ports () Program
@ Scope Rule that controls connections for a program
@ Action ) Port
o Profile R tht controls connections fora TCP or UDP port.
@ Name (©) Predefined:
BranchCache - Content Retrieval (Uses HTTP) -
Rule that controls connections for a Windows experience.
@ Custom
Custom rule.

Leam more about e tvpes

<Back  |[_Net> | [ Cancal

3. Choose the radio button for “This program path:”. Click the ‘Browse’ button and navigate
to where FoxHub is installed. By default this is C:\Program Files (x86)\Foxtrot
Suite\Foxtrot\FoxHub.exe . Click ‘Next’ to continue.

@ New Inbound Rule Wizard [ = |

Program

Specify the full program path and executable name of the program that this rule matches:

Steps:
@ Ruls Typs Does this rule apply to all programs or a specific program?
& Program
@ Protocol and Ports (Z) All programs:
@ Scope Rule applies to all connections on the computer that match other rule properties.
@ Action
@ This program path:
@ Profile

“%ProgramFiles’ («86)\Fostrot Suite’\Foutrot\FaxHub exe Browse.
@ Name

Example: c\path’program exe
“%ProgramFiles % browser'browser exe

Services Customize.
Specify which services this rule applies to

Leam more about specifying programs

[ <Back |[ Met> |[ Cancel
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4. The ‘Protocol type’ dropdown should be set to “TCP”. ‘Local port’ should be set to
“Specific ports” with “8080” in the field below it. ‘Remote port’ should remain on the “All
Ports” option. Click ‘Next’ to continue.

@ New Inbound Rule Wizard = ]

Protocol and Ports
Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type To which ports and protocols does this rule apply?

@ Program

@ Protocol and Ports Protocol type: TP =
@ Scope Protocol number:

@ Action

@ Profile Local port: Specific Ports. A
@ Name 8080

Example: 80, 443, 5000-5010
Remote port All Ports.

HI

Example: 80, 443, 5000-5010

Intemet Cantrol Message Protocal Customize...
(ICMP) settings: \—I

Leam more about protocol and ports

<Back [ Net> |[ cancel

5. Onthe ‘Scope’ page, nothing needs to change. For both questions, the radio button will
stay on “Any IP address”. Click ‘Next’ to proceed.
6. Select the option to “Allow the connection” on this page. Click ‘Next’ to continue.

-
@ New Inbound Rule Wizard ]
Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:
Aule Type What action should be taken when a connection matches the specified conditions?
Program _

@ Allow the connection

Protocol and Ports This includes connections that are protected with |Psec as well as those are not

(©) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule nede

Customize

() Block the connection

L

L

L

@ Scope
@ Action
L

L

Name

Leam more about actions

<Back || MNea> |[ Cancel
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7. Onthe Profile page, select which option will apply. If the FoxBot machine is on a domain,
choose the ‘Domain’ checkbox butifitis on a public network, choose the ‘Public’
checkbox. If you're unsure, select all the boxes. Click ‘Next’ to move on.

@ New Inbound Rule Wizard [ ]

Profile
Specify the profiles for which this nule applies

Steps:

Fle Type When does this rule apply?

Program

Protocol and Ports Domain
Applies when a computer is connected to its comorate domain
Action Private
Prafile Applies when a computer is connected to a private network location
Name Public

Applies when a computer is connected to a public network location.

@
@
@
@ Scops
L]
L)
L)

Leam more sbout profiles

<Back [ Nei> ][ Concel

8. Inputa friendly name for this rule, and an optional description. A good name would be
‘FoxHub Rule’. Click ‘Finish’ to create the rule. Continue the steps on the next page to
create the nextinbound rule.

@ New Inbound Rule Wizard [ = ]

Name

Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports
Name:
FoxHub Rule

Action
Profile Description (optional):
This rule permits incoming traffic from the FoxHub .exe program, through port 8080.

*
-
*
@ Scope
»
*
-

Name

<Back [ Fnsh | [ Cancel
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Wrap Up & Further Troubleshooting

After setting up Rules on all required machines, you should be able to start running Jobs with
your FoxBots! If you are still experiencing issues, there may be some external forces at play that
are interfering with communication. If this is the case, check the following:

— Foxtrot Suite versions on all machines
= Virus protection

— Additional firewall programs

— Portforwarding or blocking

—* Network and/or domain policies

These could all potentially affect the communications that are being attempted. Each situation

will vary between different environments, and your network or IT team would be most familiar
with these external programs.
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THANK YOU FOR YOUR TIME.

Contact Us

Customer Success Team

success@enablesoft.com

800-658-1147

www.enablesoft.com

FOXCrot ixem
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